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Energy-efficient Trust-based Aggregation and
Ant Colony Optimization Routing in
Wireless Sensor Network

Remya .K, D .Keerna

Abstract— This paper proposed a combination of Energy-efficient Trust based data aggregation (ETA) and a wireless sensor network
routing protocol based on ant colony optimization (ACO) algorithm. This method aims to achieve reliable and energy-efficient data
aggregation along with energy prediction, to avoid route over-concentration. ETA uses the concept of functional reputation and trust
as a means to reach reliability. Functional reputation is used to select nodes that best satisfy the criteria to be an aggregator on the
basis of the quality of the node. The ACO algorithm added the factor of energy in the procedure that ants had been searching the
optimal path. Cluster- head sent data to sink by multiple-hops transmission. Therefore, the ACO algorithm reduced cluster-heads
energy consumption. The simulation results showed that the new algorithm had high reliability, better energy efficiency and the more
balanced energy consumption. At the same time, it extended the network lifetime.

Index Terms— Wireless sensor network, Ant colony optimization, Prediction, Trust, Aggregation, Reliability, Energy-efficient.

1 INTRODUCTION

Wireless Sensor Network (WSN) is a multiple hops
communication network that has many sensor nodes
with communication and computing power [1]. It is the
core issue how to reduce energy consumption of sensor
nodes and prolong the network lifetime due to the sensor
node energy limited [2].

Most effective utilization of wireless sensor networks
requires minimization of energy consumption through
the design of energy-efficient network protocols and
algorithms to prolong network lifetime. Since sensor
nodes are usually inexpensive hardware components,
they are highly vulnerable and often malfunction or fail.
Non-malicious behaviour- such as the malfunctioning of
radios or sensors- can result in generation of false data
which has detrimental effects on the overall performance
of the network.

If no reliable data or reliable paths to send data
towards the decision nodes exist, the final decision
cannot be trusted. On the one hand, these incorrect
decisions may lead to serious inefficiencies throughout
the whole network; while on the other hand, the energy
of sensor nodes is wasted by providing such unreliable
and false data.

Data aggregation has been considered as a significant
primitive in wireless sensor networks that is widely
regarded as being sensitive to attack and failures [3].
Since the base station receives an aggregation instead of
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the raw data, it loses the ability to filter out erroneous
reports. Therefore, it is an important challenge for data
aggregation process to ensure that an aggregator does not
generate faulty data and does correctly send data to the
base station. Due to the fact that an aggregator may
become a single point of failure, it is better not to have
just one special aggregator all the time. Rather, nodes that
satisfy best the necessary criteria can be selected and act
as an aggregator.

Data aggregation techniques are tightly coupled with
the routing approaches. If some links fail and do not relay
sensor nodes” data for a while, the result of the
aggregation may be highly inaccurate, which in turn can
have a significant negative impact on the overall network
performance.

This paper proposed an energy-efficient trust-based
data aggregation to achieve reliable data aggregation [4],
and ACO routing algorithm [5] for optimal path selection
and data transmission. The paper [6] made ACO better
meeting the routing protocol on WSN by the pheromone
incremental formula which introduced the nodes energy
and the transmission distance into ACO.

2. RELATED WORK

Wireless sensor networks and their limited
resources introduce new design challenges. One of the
major concerns in designing WSN algorithms that has
been received significant attention is energy-efficiency.
Several energy-efficient routing and aggregation
protocols have been studied, which aim to minimize the
total transmission energy consumption. Heinzelman [7]
et al. Focus on energy-efficiency by reducing number of
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nodes that directly communicate with the base station.
The approach, called LEACH, assume all sensor nodes
have enough power to reach the base station if needed.
This assumption makes LEACH unsuitable for large scale
sensor networks. The paper [8]to stabilize the power
utilization of a variety of sensor nodes to solve the excess
power utilization problem.

3. SYSTEM MODEL

3.1. Network model

In this paper we consider that N sensor nodes are
randomly scattered in a square field A and the following
assumptions are made about the sensor network:

1. Sensor nodes are partitioned into several clusters and
each cluster has one cluster head which we call the
aggregator.

2. The network has only one powerful base station far
away the deployment field A.

3. Every sensor node has a transmission range R but it
can only choose neighbours located at R/2 as its
upstream relay node.

4. The locations of each sensor node and the base station
are fixed and are known a priori.

3.2. Trust model

Reputation and trust concepts are used in WSNs to
diminish the impact of malicious and faulty nodes and
links. Having history of the nodes” activities and links’
states can give useful information about their situation,
based on which the best policy can be chosen to have an
overall efficient network. To evaluate the trust, select
Bayesian formulation and to represent reputation, utilize
BETA distribution, which is based on wusing beta
Probability Density Functions (PDF).The best way to
represent reputation is a statistic probability distribution,
but to judge the reputation of the nodes and links we
must have numerical values. To this end Trust can be
defined as the probability expectation value of the
reputation function as in [9].

The beta PDF can be described using the gamma function
as:

_ M@+B) (a1, 6D
f(Pﬁ:B)—WP (1-p)
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)

where a and P count the number of satisfaction
(cooperative) and un-satisfaction(no-cooperative) of a
given criteria respectively. Given a reputation metric Rij,
we define the trust rate Tij to be expectation of node i
about future behaviour of node j. Tij is obtained using the
statistical expectation of prediction stated below :
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= E(Rij)= E(Beta(a+ 1,8+ 1))=

To measure reliability trust and reputation concepts
are used, so each sensor node must maintain two tables:
(i) Table about the reputation of its neighboring links (to
judge about their availability) which we call Availability
Reputation Table (AvRT); and (ii) Table about
reputation of its neighboring nodes (to judge about how
well aggregation can be performed) which we call
Aggregating Reputation Table (AgRT).

3.3. ACO Algorithmic Principle

A cluster-head node in wireless sensor network
uses an undirected weighted graph G (V, E), V is the
cluster-head nodes set in every round of elections,
including sink nodes; E is the link set between each
cluster-head. Vi,Vi€V, e(ij)=(Vi,Vj)EE if and only if it
can direct communication between Vi and Vj. For
LEACH protocol, between each source node and
cluster-head nodes, between cluster-head nodes and
sink nodes directly communicate by using a single hop.
But the communication ability of sensor node is
limited, not all the nodes can direct communicate, so, G
is not a complete graph. In the ant colony algorithm,
each ant respectively selects a path from the start to
destination according to the path selection probability,
when all ants complete search, a search period ends. In
the search process, the distance between the nodes is
the main factor of selective probability of nodes.
However, the choice of the next node in WSN, the
remainder energy of nodes must be considered when
selecting the next node and the more remainder energy
node must be chosen as the next-hop node with the
larger probability. Meanwhile, it still should be
considered that energy consumption of some nodes is
too fast for these nodes take too many tasks of data
forwarding. Therefore, energy prediction mechanism
must be brought into the improved algorithm.

The probability of the node i selecting the next node j:
O () LY IO
" L ST PG o Telost,

Seallowed, (3)

0 Otherwise

(i, j) is the pheromone strength of the edge e(i, j)

When the ant is from Vi to Vj by e(i)j), the
pheromone strength is updated as follows:

(i, j)=(1-p)xr(i, jJ+p A n(i, j), (0<p<1) 4)
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p is the pheromone evaporation constant

The pheromone incremental is defined as follows:

Am(i, j)= nimAﬂ(i, i) ®)

k=1

num is the number of ants.
The amount of pheromone deposited by kth ant,

- Q/L{k) The kth antwent through
ATT('!J): e(ij) pathin this round

©)

0 Otherwise

Q is the constant and L(k)is the cost of the kth ant's tour.

The pheromone values are stored in the node itself.
A(,j) is the inspire function of the edge e (i,j)

o 1
A, j)=

The Euclidean distance between node i and node j,

dij: '\lxi_xj)z"' (yi- yj)2 8

Smaller the distance between node i and j, then j has the
greater probability which is elected as the next hop
node.

p(@i, j) is the predicted energy function of the node j in
the t time.

u(i, j)=E—n+C )

Ej is the predicted surplus energy,

n is the selected times of nodes before the t moment

C is the needed energy of nodes forwarding a data.
allowed; is the set that the node i may select the next
node, Tabuk is the node set that ant k has passed,
k=1,2,....... ,m ; m is the maximum number of ants , so j
g¢Tabuk are the weighted parameter.

To evaluate the energy dissipation between node i
and node j, the energy costs of transmitting a k -bit data
packet between node i and node j with transmission
distance d are denoted by Erx (i, j) is used[10].

If the distance d < threshold d0, free space (fs) model is
used,

ETx(i ' J): ek Eelec+ st* ek d2 (10)

If the distance d >threshold d0, multipath (amp) model
is used,

Ex (i) )= M E e+ €y e (1)

amp

where & is amplifier parameter in the free space model;
€amp 15 the amplifier parameter in the multipath model.
Eelec is energy consumption of the receive electronics or
transmit electronics to process 1 bit packet.

Using Ant Colony Optimization algorithm, the
cluster-head node uses multi-hop communication, so
free-spaced model is used to transfer packet between
cluster-heads.

After finding a shortest path S from source node A
to destination node B, it has n node in path S, then the
energy consumption of the node A sending m bytes to
node B is:

COSt: 2* msk Eelec+ st* Z d iz,i+ 1 (12)
=1

n
Z d?,,, is the sum of node distance squares in the
=1 path;

m, n, Eeee, €5 are constants.

So, the value of energy is proportional to the sum of node
distance squares.

4. PROBLEM STATEMENT

Every sensor node in a cluster must send its data
to its upstream neighbour which is selected by the base
station. Intermediate nodes along the path to the
aggregator fuse the data received from the downstream
nodes with their own data and forward the local
aggregated value towards the aggregator. The cluster
head that we call the aggregator must perform final
aggregation on the data received from its neighbours
and then forward the result to the sink through the
sensor nodes belonging to other clusters. The problem
we deal with is to find a routing scheme to deliver data
packets gathered by sensor nodes to the aggregator and
later on from every aggregator to the base station on the
basis of links availability and residual energy of the
nodes in the path in order to prolong the lifetime of the
network, to have a reliable aggregation as well as
reliable data delivery to the destinations under the
system model given above. Furthermore, we must find a
sensor node, which has enough energy and can also
play the role of aggregator better than other nodes.

5. PROPOSED METHOD

Consider a static cluster-based wireless sensor
network. Initially, sink node informs every sensor node
about its upstream node. Each relay node must relay
data towards the aggregator and the base station. Relay
nodes are randomly chosen from all upstream
neighbours of a sensor node in the initialization phase.
Every sensor node beside the sensing and relaying data

IJSER © 2013

http://www.ijser.org


http://www.ijser.org/

International Journal of Scientific & Engineering Research, Volume 4, Issue 6, June-2013 1208

ISSN 2229-5518

must perform some extra tasks to judge the state of its
neighbouring links and its neighbouring nodes.

Firstly, we explain sensor’s tasks leading to
assess links quality. Each sensor node has to send its
current sensed data to all of its neighbours every TP1
time period. When neighbouring nodes receive data,
they can deduce whether the link between them and the
sender is available. If link is available, they increase the
a parameter of AvRT for that link, which means these
neighbouring nodes can be good candidates to relay
data from the sender. Otherwise the  parameter will be
increased.

Secondly, there are some tasks aiming to find out
how well a neighbouring relay node can perform
aggregation task. Each sensor node has to monitor the
local aggregation task of its upstream node. In other
words, each sensor node which selects a node as the
upstream relay node must monitor the aggregation task
of its relay node in every TP1 time period, and it as well
as its relay node have to perform aggregation. Later on,
the sensor node overhears the aggregation result of its
relay node and will update its AgRT for its relay node
based on the difference between its aggregation value
and result of its relay node.

Following that, every node sends its reputation
table and its residual energy to its cluster’s aggregator
every TP2 time period. The aggregator performs final
aggregation on the data received from its cluster
members and sends them along with the reputation
tables and residual energy of its cluster members to the
base station using Ant Colony Optimization algorithm

5.1.ACO algorithm

Stepl: The cluster-head node matrix--CHead is
created, the pheromone matrix--Tau, the best route
matrix of all cluster-head nodes--Rhead_best and the
best route length matrix of all cluster-head nodes --
Lhead_best are initialized.

Step 2: A cluster-head is selected from the cluster-
head set, the path matrix Tabu, the best route matrix of
each cluster-head--R_best, the best route length matrix
of each cluster-head--L_best are initialized. Tauv matrix
is initialized to: ones (Cn, Cn) +Tau, Cn is the size of the
CHead matrix.

Step 3: Path iteration, it is that m ants will be put in
this cluster-head node, and then ants select the next
node according to the probability of formula (1) until
they reach the sink nodes.

Step 4: Record the best route and the best route
length of this iterative, update the virtual pheromones,
clear the path matrix, return to step3 until reaching the
maximum iterating times.

Step 5: Record the shortest path of the cluster-head
node, calculate the prediction energy in the best path of
each node according to definition 1, return to step 2,

look for the shortest path of the next cluster-head node
until all the cluster-head node will find the shortest
path.

Step 6: According to Rhead_best, calculate the
energy consumption of each cluster-head node.

Upon receiving the reputation tables and residual
energy of the sensor nodes, base station will find the
best aggregator for the next TP2 time period for each
cluster. To find the best aggregator for every cluster, the
base station utilizes the equation,

Eg node>< Tnode (13)
Init— Eg™®x Init— T"%

C (node) =

d Al d A
Egno e, %) gEg’Tno e>e gT

Table.1 Notation used for the equation

EN Node's available energy
T Node’s reputation (trust value)
about its aggregation task
Init— EX** Node’s reputation (trust value)

about its aggregation task

Initial trust value for the node

Init— T™*
Be, ™ Minimum acceptable value for
aggregator’s energy
e, Minimum acceptable value for trust

value of aggregator

6. ANALYSIS AND SIMULATION

To evaluate the performance of the proposed
algorithm, compare it with LEACH protocol. Use
MATLAB?.0 as the simulation platform, applying the
various parameters in the simulation experiments. 100
nodes were randomly distributed to the square
monitored area. Other parameters are Ee..=50nJ/bit,
e=10pJ/bit/m2, €.mp=0.0013p]/bit/m4 , the sensor
initial energy is 0.5 J, packet size is 4000bit, the base
station location the top-left corner of the monitored area,
a=1, B=5, p=01, Q=100. Initial trust value for
nodes/links is 1, transmit power is 0.660W, receive
power is 0.395W, TP1=10, TP2=50, e’ég: 0.25J,62%=0.9

6.1. Network lifetime comparison

Compare the number of rounds of the two
algorithms respectively at the first node death (1#), 20%
nodes death (2#), 50% nodes death (3#) and 80% nodes
death (4#). After 80% nodes died, assume the network
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lost their effect. Figurel.for the network lifetime which
monitoring areas are set as: 100mx100m, 200mx>200m,
300mx300m and 400mx>400m respectively.

.13 2wl
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1200
1000
800
600

400

Node death timefrounds

200

LEACH Propaet LEACH  Propessi | LEADH  Proposst LBACH
100100 e 00300 &€

LEACH and Proposed methed in different monitoring area

Fig.1 Lifetime in different monitoring area

Figure.l shows that proposed method and LEACH are
not much different from the time of nodes death when
the monitoring area is smaller .Sometimes, LEACH
protocol is slightly better than proposed algorithm,
because ACO algorithm uses multi-hops route, the
energy of transmit packet has a decrease, yet this don't
compensate for the energy consumption of receiving
data when the distance between nodes is very short. As
the monitoring area is expanded and the distance
between the nodes increases, proposed algorithm was
significantly better than LEACH in the network lifetime.
And, the time interval to the node death of the first node
and 80% nodes in proposed algorithm is obviously
shorter than LEACH. This indicates that proposed
algorithm is more balance in energy consumption.

6.2. Reliability

The sensor nodes in LEACH send their data directly
to the aggregator, when some links fail the data from
the nodes near those links cannot be received by the
aggregator so the reliability of the algorithm will be
decreased drastically when number of failed links
increases.

Fig.2 Reliability vs failed links (from sensor nodes to
cluster-head)
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6.3. Cluster-head energy
comparison

consumption

The monitoring area of Figure3 is set as
100mx100m, the number of nodes is 100 and each node
begin with 0.25] of energy.

Figure.3 shows that the energy consumption of the vast
majority of cluster-heads, each round, is below 0.25m] in
proposed method. Accordingly, it is between 0.25m]
and 0.5m]J in LEACH protocol. The cluster-head count in
proposed method is far greater than it in LEACH
protocol when energy consumption of cluster-head is
below 0.25m]. In contrast, it is small when energy
consumption of cluster-head is over 0.75m].These
analytical results indicate that energy consumption of
cluster-head nodes in proposed algorithm is below to
LEACH protocol.

MLeach W Proposed

1800

600
1400
1200
1000
800
600
400 L
200
0.25 05

0.75 1 1.25 15 1.75 2

The number of cluster-head

Energy consumpticn of cluster-head/mJ

Fig.3 The statistical analysis of energy consumption of
cluster-head node

7. CONCLUSION

This paper proposed a reliable, energy-efficient trust-
based data aggregation and Ant Colony Optimization
routing algorithm with energy prediction for optimal
path selection and data transmission. Base station find
the best node based on the residual energy and
aggregation reputation to be an aggregator. Role of
aggregator changes dynamically between sensor nodes.
The simulation results show that the proposed method
can prolong the network lifetime and provide high
reliability.
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